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DNP VY,..

DEVICE PROFILE DOCUMENT

This document must be accompanied table having the following headings:

Object Group Request function Codes Response function Codes
Object Variation Request Qualifiers Response Qualifiers
Object Name (optional)

Vendor Name:

Device Name:

Highest DNP Level Supported Device Function:
: O Master H Slave

For Requests: Level Y

For Responses: Level Y

Notable objects, functions, and/or qualifiers supported in addition to the High DNP Levels Supported

(the complete list is described in the attached table):

Double-bit binary Input—Any Variation (Object ¥ Variation -)

Double-bit binary Input—Packed format (Object ¥ Variation V)

Double-bit binary Input Event—With flags (Object ¥ Variation Y)

Double-bit binary Input Event—Any Variation (Object ¥ Variation -)
Double-bit binary Input Event—Without time (Object ¥ Variation Y)
Double-bit binary Input Event—With absolute time (Object ¥ Variation Y)
Double-bit binary Input Event—With relative time (Object ¥ Variation Y)
Analog Input—single precision, floating-point with flag (Object Y- Variation a)
Analog Input Event—\#-bit with time (Object Y’y Variation ¥)

Analog Input Event—single precision, floating-point without time (Object Y'Y Variation &)
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Analog Output Status—single precision, floating-point with flag (Object ¥- Variation Y)
Analog Output—single precision floating point (Object ¥\ Variation Y)

Device Attributes—Secure authentication version (Object - Variation Y-2)
Device Attributes—Number of security statistics per association (Object - Variation Y\ -)
Authentication—challenge (Object VY- Variation Y)

Authentication—reply (Object VY- Variation Y)

Authentication—Aggressive mode request (Object VY- Variation Y’)
Authentication—session key status request (Object \Y- Variation ¥)
Authentication—session key status (Object VY- Variation &)
Authentication—session key change (Object VY- Variation %)
Authentication—error (Object \Y- Variation Y)

Authentication—user certificate (Object \Y- Variation A)
Authentication—message authentication code (MAC) (Object VY- Variation )
Authentication—user status change (Object \Y- Variation \-)
Authentication—update key change request (Object \Y- Variation \V)
Authentication—update key change reply (Object VY- Variation \Y)
Authentication—update key change (Object VY- Variation 1Y)
Authentication—update key change signature (Object \Y- Variation 1Y)
Authentication—update key change confirmation (Object VY- Variation 1)
Security statistics—Y'y-bit with flag (Object \v\ Variation V)

Security statistics event—Any Variation (Object \YY Variation -)

Security statistics event—yy-bit with flag (Object \YY Variation V)

Security statistics event—yYY-bit with flag and time (Object \vY Variation Y)

Maximum Data Link Frame Size (octets): Maximum Application Fragment Size (octets):

Transmitted Transmitted (if > Y-¥A, must be

Received (must be yay) configurable)
Received (must be > v¥4))

Maximum Data Link Re-tries: Maximum Application Layer Re-tries:

O None 0 None

OFixed at B Configurable, range \ to &

M Configurable,range - to & (Fixed is not permitted
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Requires Data Link Layer Confirmation:
O Never
OAlways
OSometimes if 'Sometimes', when?
B Configurable if '‘Configurable’, how? Never, Always, On multi frame fragments

Requires Application Layer Confirmation:

O Never

O Always (not recommended)

B When reporting Event Data (Slave devices only)

B When sending multi-fragment responses (Slave devices only)
O Sometimes if 'Sometimes', when?
O Configurable if '‘Configurable’, how?

Timeouts while waiting for :

Data Link Confirm O None [ Fixed at OVariable  MConfigurable
Complete Appl. Fragment [0 None [ Fixed at OVariable  MConfigurable
Application Confirm O None [ Fixed at OVariable  MConfigurable
Complete Appl. Response O None [ Fixed at OVariable  MConfigurable

Others

Attach explanation if 'Variable' or 'Configurable’ was checked for any timeout

Sends/Executes Control Operations:

WRITE Binary Outputs B Never O Always [0 Sometimes O Configurable
SELECT OPERATE O Never B Always O Sometimes O Configurable
DIRECT OPERATE O Never B Always O Sometimes O Configurable
DIRECT OPERATE.NO ACK [ Never B Always 0O Sometimes O Configurable
Count >\ H Never O Always 0 Sometimes O Configurable
Pulse On O Never O Always B Sometimes O Configurable
Pulse Off B Never O Always 0 Sometimes O Configurable
Latch On B Never O Always 0 Sometimes O Configurable
Latch Off B Never O Always 0 Sometimes O Configurable
Queue B Never O Always 0O Sometimes O Configurable
Clear Queue M Never O Always 0 Sometimes O Configurable
Trip/Close 0 Never W Always 0 Sometimes O Configurable

Attach explanation if 'Sometimes' or 'Configurable’ was checked for any operate
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Reports Binary Input Change Events when no specific
variation requested:

O Never

B Only time-tagged

OOnly non-time-tagged

O Configurable to send both, one or the
other (attach explanation)

Reports time — tagged Binary Input Change
Events when no specific variation
requested:

O Never

B Binary Input Change With Time

O Binary Input Change With Relative Time
B Configurable (attach explanation)

Sends Unsolicited Responses:

O Never

B Configurable (attach explanation)

O Only certain objects

O Sometimes (attach explanation)

B ENABLE/DISABLE UNSOLICITED
Function codes supported

Sends Static Data in Unsolicited Responses

0 Never
B When Device Restarts
0O When Status Flags change

No other options are permitted

Default Counter Object/Variation :

B No Counters Reported
O Configurable (attach explanation)
O Default Object
Default Variation
O Point-by-point list attached

Counters Roll Over at :

B No Counters Reported
O Configurable (attach explanation)

O y# Bits
O vy Bits

O Other Value
O Point-by-point list attached

Sends Multi-Fragment Responses : B Yes O No
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DNP Y Object Group and Variation

REQUEST
Master may issue
Outstation shall parse

RESPONSE
Master shall parse
Outstation may issue

: - Function -
Group | Var . Function codes | Qualifier Codes Qualifier Codes
num. | num Description (dec) (hex) codes (hex)
(dec)
Device Attributes— 3
e \ . WA -
. AKR Secure authentication (start-stop)
version (read) (start-stop) (response) Y
(index)
Device Attributes— -
. ) . ywva -
. YV Number of security (start-stop)
statistics per association (read) (start-stop) (response) W
(index)
) o)
\ . Binary Input— (read) (start-stop)
Any Variation Yy 1
(assign class) | (no range, or all)
- 0 \
\ \ Binary Input— \ (start-stop) yY4 vo)
Packed format (read) 1 (response) (start-stop)
(no range, or all)
- 0 \
\ v Binary Input— ) (start-stop) AR vo)
With flags (read) 1 (response) (start-stop)
(no range, or all)
A
Y . Binary Input_ Eyent— ) (no range, or all)
Any Variation (read) oV, A
(limited qty)
A K
v \ Binary Input Event— \ (norange, or all) | (response) YV, YA
Without time (read) 2V, A A (index)
(limited qty) (unsol. resp)
- YY4q
v v Binary Input Event— ) (norange, or all) | (response) VY, YA
With absolute time (read) VA A (index)
(limited qty) (unsol. resp)
- YY4q
v v Binary Input Event— \ (norange, or all) | (response)
With relative time (read) VA AR \WOYA
(limited qty) (unsol. Resp) '

(index)
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REQUEST RESPONSE

DNP Y Object Group and Variation

Master may issue
Outstation shall parse

Master shall parse
Outstation may issue

: - Function -
Group | Var . Function codes | Qualifier Codes Quialifier Codes
num | num Description (dec) (hex) codes (hex)
(dec)
| . ~, o)
v . | Double-bit Binary Input— (read) (start-stop)
Any Variation Yy A
(assign class) | (no range, or all)
o) VY4
Double-bit Binary Input— ) (start-stop) )
e )
Packed format (read) 7 (response) (start-stop)
(no range, or all)
) RE
Double-bit Binary Input— \ (start-stop) )
¥ Y
With flags (read) 1 (response) (start-stop)
(no range, or all)
I 1
Double-bit Binary Input \ (no range, or all)
¢ : Event—
Any Variation (read) YA
y (limited qty)
Double-bit Binary Input " v
ouble-bit Binary Inpu ) (norange, orall) | (response) VY, YA
¢ ) Event— i
Without time (read) YA N (index)
(limited qty) (unsol. resp)
Double-bit Binary Input " '
ouble-bit Binary Inpu ) (no range, or all) | (response) W, YA
¢ Y Event— v A - .
With absolute time (read) o ' (index)
(limited qty) (unsol. resp)
Double-bit Binary Input " e
. . ou e-E:/en':Try npu ) (norange, or all) | (response) WY, YA
With relative time (read) N ' (index)
(limited qty) (unsol. resp)
. ., . \
\e . Binary Output— \ (start-stop)
Any variation (read) 1
(no range, or all)
. ~, . \
\e v Binary Output— \ (start-stop) AR
Output status with flags (read) A (response) o)

(no range, or all)

(start-stop)
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REQUEST RESPONSE

Master may issue
Outstation shall parse

Master shall parse
Outstation may issue

: - Function -
Group | Var . Function codes | Qualifier Codes Quialifier Codes
aum | num Description (dec) (hex) codes (hex)
(dec)
v
(select)
¢ VW, YA YY4 echo of
Binary Command— (operate) (index) (response) request
VY Y | Control relay output block o °
(CROB) (direct op)
1 YWYA
(dir. op, no ack) (index)
| o)
v . Analog Input— (read) (start-stop)
Any Variation Yy A
(assign class) | (no range, or all)
\ v
‘. \ Analog Input— (read) (start-stop) YY4 )
Y'Y-bit with flag 1 (response) (start-stop)
(no range, or all)
| v
Analog Input— (start-stop) YY4 )
Y. Y
Y 1-bit with flag (read) A (response) (start-stop)
(no range, or all)
\ 0 h, 0 \
Analog Input— (start-stop) YY4 vo)
¥ s
Y'Y-bit without flag (read) A (response) (start-stop)
(no range, or all)
’ 0 h, 0 \
‘. ¢ Analog Input— (read) (start-stop) yY4 vo)
Y -bit without flag 1 (response) (start-stop)
(no range, or all)
\ v
v, o Analog Input— (read) (start-stop) AR o)
Single-prec flt-pt with flag 1 (response) (start-stop)
(no range, or all)
A
vy . Analog Inpu@ E_vent— ) (no range, or all)
Any Variation (read) 2V, A

(limited qty)
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REQUEST RESPONSE

DNP Y Object Group and Variation

Master may issue
Outstation shall parse

Master shall parse
Outstation may issue

: - Function -
Group | Var . Function codes | Qualifier Codes Quialifier Codes
num | num Description (dec) (hex) codes (hex)
(dec)
o YY4q
vy \ Analog Input Event— ) (norange, or all) | (response) YV, YA
¥'Y-bit without time (read) oV, A A (index)
(limited qty) (unsol. Resp)
- K
e v Analog Input Event— \ (norange, orall) | (response) VY, YA
Y 1-bit without time (read) oV, A A (index)
(limited qty) (unsol. Resp)
- K
e ¢ Analog Input Event— \ (norange, or all) | (response) VY, YA
Y 1-bit with time (read) oV, A A (index)
(limited qty) (unsol. Resp)
- K
Analog Input Event— \
vy o i (norange, orall) | (response) VY, YA
° Single prect:i:‘rlltept without (read) A o (index)
(limited qty) (unsol. Resp)
o)
‘. . Analog Output Status— \ (start-stop)
Any Variation (read) A
(no range, or all)
o)
‘. \ Analog Output Status— \ (start-stop) YY4 )
YY-bit with flag (read) 1 (response) (start-stop)
(no range, or all)
- 0 \
‘. v Analog Output Status— \ (start-stop) YY4 )
Y -bit with flag (read) 1 (response) (start-stop)
(no range, or all)
) 0 \
‘. v Analog Output Status— \ (start-stop) YY4 )
Single-prec flt-pt with flag (read) 1 (response) (start-stop)
(no range, or all)
v
(select)
¢ VY, YA YY4q ho of ‘
(operate) (index) (response) echo ot reques
o
¢\ \ Analog Output— (direct op)
¥Y¥-bit
1 YWYA
(dir. op, no ack) (index)
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REQUEST RESPONSE

Master may issue
Outstation shall parse

Master shall parse
Outstation may issue

: - Function -
Group | Var . Function codes | Qualifier Codes Quialifier Codes
num | num Description (dec) (hex) codes (hex)
(dec)
v
(select)
¢ VW, YA YY4q ho of ¢
(operate) (index) (response) echo ot reques
‘) Y Analog Output— °
V-bit (direct op)
1 YWYA
(dir. op, no ack) (index)
¥
(select)
¢ VY, YA yY4q ho of "
‘) v Analog Output— (operate) (index) (response) echo ot reques
Single-prec flt-pt °
(direct op)
T YV, YA
(dir. op, no ack) (index)
v
| Y yY4q (limited
o, \ Time and Date— (read) (limited qty = V) | (response) aty)
Absolute time (qty =)
Y v
(write) (limited gty = ))
YV RY
Ti d Date CTO— .
o) \ m;@gomé ?ime, (res\pg nse) (I'(;%'/t)ed
synchronized (unsol. resp) (qty =)
YV RY
Time and Date CTO— .
o) \ ImAﬁrs]olutg time (rES\pS nse) (""g't)ed
. ) qty
unsynchronized (unsol. resp) (qty =)
Y
oY \ Time Delay— YY4 (limited
Coarse (response) qty)
(qty =
. V
oY v Time Delay— AR (limited
Fine (response) qty)
(qty =)
) A
(read) (no range, or all)
1. \ Class Objects—
Class + data YY o

(assign class)

(no range, or all)
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REQUEST RESPONSE

DNP Y Object Group and Variation

Master may issue
Outstation shall parse

Master shall parse
Outstation may issue

: - Function -
Group | Var . Function codes | Qualifier Codes Qualifier Codes
aum | num Description (dec) (hex) codes (hex)
(dec)
A
\ (no range, or all)
(read) 2V, A
(limited qty)
1. v Clg?s Ot:jgcts— Y.
ass | data (enable unsol.)
Y A
(disable unsol.) | (no range,or all)
YY
(assign class)
A
\ (no range, or all)
(read) oV, A
(limited qty)
1. v Class Objects— Y.
Class ¥ data (enable unsol.)
Y A
(disable unsol.) | (no range,or all)
YY
(assign class)
A
\ (no range, or all)
(read) VA
(limited qty)
1. ¢ Class Objects— Y.
Class Y data (enable unsol.)
Y A
(disable unsol.) | (no range,or all)
YY
(assign class
\ t. .t, .t\ 'Y [t t’ .t’
(read) (start-stop) (response) (start-stop)
A \ Internal Indications—
Packed format ¢ o
. start-sto
(write) (In dex:\P )
Authentication " °B '
1Y \ — . —
challenge (authentication. (free format) (authentication °B
req) . resp)

(free format)
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REQUEST RESPONSE

DNP Y Object Group and Variation

Master may issue
Outstation shall parse

Master shall parse
Outstation may issue

: - Function -
Group | Var Descriotion Function codes | Qualifier Codes codes Qualifier Codes
num | num P (dec) (hex) (dec) (hex)
Authenticati ™ °B ' °B
‘Y. Y uthentication— (authentication. (authentication
reply (free format) (free format)
req) . resp)
R Y
Y1) (limited YY4 (limited
o (any) aty) (response) qty)
VY. v Authentication— (qty =) (qty =
Aggressive mode request ( v ]
YY imite
(unsol. Resp) qty)
(qty =)
Yy 'Y
Authentication— I (limited
VY. ¢ . (authentication.
session key status request aty)
req) (qty =
Authenticati ' °B
VY. ° uthentication— (authentication
session key status resp) (free format)
Authentication " °B
Y'Y 1 X — icati
session key change (autherr;t(;():atlon. (free format)
Authenticati vy B YY) B
VY. \ uthentication— (authentication. (authentication
error (free format) (free format)
Req. nr) . resp)
— vy
Y'Y, A Authentlc_at_lon— (authentication °B
user certificate req) ' (free format)
AR °B YY4q °B
Authentication— (any) (free format) (response) (free format)
AN A message authentication
code (MAC) V¥, °B
(unsol. Resp) (free format)
vy
Authentication— _ °B
YY. Yo
user status change (autherr;t(;():atlon. (free format)
Authenticati " °B
VY. ) uthentication— (authentication.

update key change request

req)

(free format)
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REQUEST RESPONSE
DNP Y Object Group and Variation Master may issue Master shall parse
Outstation shall parse Outstation may issue
: - Function -
Group | Var . Function codes | Qualifier Codes Qualifier Codes
num | num Description (dec) (hex) codes (hex)
(dec)
Authentication ' °B
Y'Y VY o icati
update key change reply (authergtsls)a tion (free format)
Authentication " °B
VY. ‘Y uthentication— (authentication.
update key change req) (free format)
Authentication— vy °B
Y'Y )¢ icati
updatt_e key change (authentication. (free format)
signature req)
Authentication— vy °B AR °B
AN Yo update key change (authentication. (authentication
confirmation req) (free format) ~resp) (free format)
0 h, 0 \
(start-stop) o)
\Y) \ Security statistics— \ 1 YY4 (start-stop)
Y'Y-bit with flag (read) (norange, orall) | (response) YV, YA
VY, YA (index)
(index)
- 0 \
(start-stop)
\YY .| Security statistics event— | A
Any Variation (read) (no range, or all)
YWYA
(index)
A
\ (no range, or all) AR YV, YA
VA i
\YY y | Security statistics event— (read) (I mité d qty) (response) (index)
YY-bit with flag aty
YY. VYW, YA
(unsol. Resp) (index)
A
) (no range, or all) YY4 VY, YA
(read) 2V, A (response) (index)
\YY y | Security statistics event— (limited qty)
Y'Y-bit with flag and time
’Iv R W, YA
(unsol. Resp) (index)
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REQUEST RESPONSE

DNP Y Object Group and Variation

Master may issue
Outstation shall parse

Master shall parse
Outstation may issue

. e Function e
Group | Var . Function codes | Qualifier Codes Quialifier Codes
aum | num Description (dec) (hex) codes (hex)
(dec)
No Object (function code only) + (Confirm)
No Object (function code onl '
0 Object (function code only) (cold restart)
Yy
No Object (function code only) (delay
measurement)
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A Interoperability

This companion standard presents sets of parameters and alternatives from which subsets have to be
selected to implement particular telecontrol systems. Certain parameter values, such as the number of
octets in the COMMON ADDRESS of ASDUs represent mutually exclusive alternatives. This means
that only one value of the defined parameters is admitted per system. Other parameters, such as the
listed set of different process information in command and in monitor direction allow the specification
of the complete set or subsets, as appropriate for given applications. This Clause summarizes the
parameters of the previous Clauses to facilitate a suitable selection for a specific application. If a
system is composed of equipment stemming from different manufacturers, it is necessary that all
partners agree on the selected parameters.

The selected parameters should be marked in the white boxes as follows:

[ ] Function or ASDU is not used

Function or ASDU is used as standardized (default)
[R ] Function or ASDU is used in reverse mode

Function or ASDU is used in standard and reverse mode

The possible selection (blank, X, R, or B) is specified for each specific Clause or parameter.

NOTE In addition, the full specification of a system may require individual selection of certain parameters for certain parts
of the system, such as the individual selection of scaling factors for individually addressable measured values.

M.\ System or device

(system-specific parameter, indicate definition of a system or a device by marking one of the
following with "X")

DSystem definition

OControlling station definition (Master)

[XIControlled station definition (Slave)

A.Y Network configuration
(network-specific parameter, all configurations that are used are to be marked X")

OPoint-to-point [XIMultipoint-partyline
XIMultiple point-to-point XIMultipoint star

A.¥ Physical layer
(network-specific parameter, all interfaces and data rates that are used are to be marked "X")

Transmission speed (control direction)
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Unbalanced interchange Unbalanced interchange Balanced interchange
Circuit V.Y£/V.YA Circuit V.Y£/V.YA Circuit X.Y£/X.YY
Standard Recommended if >) Y+ bit/s
O Y-+ bit/s X1 Y£+ -« bit/s X]1 Y&« bit/s Oev+ -+ bit/s
O Y-« bit/s X] ¢A++ Dit/s X1 €A+« bit/s O €.+« bit/s
O Y- bit/s X1 47+« bit/s X1 47+« bit/s
X1 1+ bit/s X1 Y4Y .+ bit/s
X1 VY« bit/s O YA£.. bit/s
Transmission speed (monitor direction)
Unbalanced interchange Unbalanced interchange Balanced interchange
Circuit V.Y£/V.YA Circuit V.Y£/V.YA Circuit X.Y£/X.YY
Standard Recommended if >) Y+ bit/s
0. bit/s X] Y¢.+ bit/s X] Y¢er bit/s Oe. .+ bit/s
O Y-+ bit/s X1 €A+« bit/s X] €A+« bit/s O €.+ bit/s
O Y. bit/s X] 47+« bit/s X] 47« bit/s
X1 1+ Dit/s X1 V4Y .+ bit/s
\Y v bit/s O YA<.. bit/s

A.¢ Link layer

(network-specific parameter, all options that are used are to be marked "X". Specify the maximum
frame length. If a non-standard assignment of class Y messages is implemented for unbalanced
transmission, indicate the Type ID and COT of all messages assigned to class Y.)

Frame format FT V,Y, single character ) and the fixed time out interval are used exclusively in this
companion standard.

Link transmission Address field of the link

[XIBalanced transmission CInot present (balanced transmission only)
[XIUnbalanced transmission [CJOne octet

Frame length [XITwo octets

coNF |Maximum length L(Control Direction) OStructured

cone | Maximum length L(Monitor Direction) [X]Unstructured

CONF | Time during which repetitions are permitted (Trp) or number of repetitions

When using an unbalanced link layer, the following ASDU types are returned in class Ymessages (low
priority) with the indicated causes of transmission:

[ The standard assignment of ASDUs to class Y messages is used as follows:
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Type identification Cause of transmission
AR R R I B <V>

Oa special assignment of ASDUSs to class Y messages is used as follows:
Type identification Cause of transmission

Note: (In response to a class ¥ poll, a controlled station may respond with class ) data when there is
no class Y data available).

A.¢ Application layer

Transmission mode for application data

Mode ) (Least significant octet first), as defined in €,)+ of IEC 1+AV+-0-£ s used exclusively in
this companion standard.

Common address of ASDU
(System-specific parameter, all configurations that are used are to be marked "X")

[XIOne octet OTwo octets

Information object address
(system-specific parameter, all configurations that are used are to be marked "X")

[XIOne octet OStructured
[XITwo octets Unstructured
OThree octets

Cause of transmission
(system-specific parameter, all configurations that are used are to be marked "X")
[XIOne octet [0 Two octets (with originator
Address). Originator address
is set to zero if not used
Selection of standard ASDUs

Process information in monitor direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction ,"R" if
only used in the reverse direction, and "B" if used in both directions).

Xl<\> = Single-point information M_SP_NA )
O<vs = Single-point information with time tag M_SP TA )
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Xl<r> .= Double-point information M_DP_NA )
O<:> = Double-point information with time tag M_DP_TA )
O<o> = Step position information M_ST_NA)
<> = Step position information with time tag M_ST_TA )
Cd<v> := Bitstring of Y'Y bit M_BO_NA_)
[CJ<A> := Bitstring of *'¥ bit with time tag M_BO_TA )

:= Measured value, normalized value M_ME_NA )
<) > := Measured value, normalized value with time tag M_ME_TA )
O<)v> := Measured value, scaled value M_ME_NB
O<)v> := Measured value, scaled value with time tag M_ME TB )
[X]<\v> := Measured value, short floating point value M_ME_NC
O<) ¢> := Measured value, short floating point value with time tag M_ME_TC )
O<ves = Integrated totals M_IT_NA
O<vs = Integrated totals with time tag M_IT TA )
[J<)v> := Event of protection equipment with time tag M_EP_TA )
[J<)A> :=Packed start events of protection equipment with time tag M_EP_TB )
<) 4> := Packed output circuit information of protection equipment with time tag M_EP TC_)
CJ<v.> := Packed single-point information with status change detection M_SP_NA )
Od<v1> := Measured value, normalized value without quality descriptor
M_ME_ND )
X<y = Single-point information with time tag CP° 1 TimeYa M_SP_TB_)
Xl<ry> = Double-point information with time tag CP°1TimeYa M _DP TB )
O<rys> = Step position information with time tag CP°1TimeYa M_ST TB )
O<rrs> = Bitstring of Y'Y bit with time tag CP°1TimeYa M_BO _TB )
O<v¢> := Measured value, normalized value with time tag CP°1TimeYa M_ME_TD )
O<ve> := Measured value, scaled value with time tag CP°TimeYa M_ME_TE )
OJ<¥+> := Measured value, short floating point value with time tag CP°1TimeYa M_ME_TF )
O<rvs .= Integrated totals with time tag CP°1TimeYa M_IT TB )
Od<¥A> := Event of protection equipment with time tag CP°1TimeYa M_EP TD )

[J<v4> := Packed start events of protection equipment with time tag CP°1TimeYa
M_EP_TE_)

Od<:.> := Packed output circuit information of protection equipment with time tag CP°  TimeYa

M_EP_TF_)

Either ASDUs of the set <¥>, <€> <> <A> <V o> <VV> <V s <VIs <VYs <YAS <VAsor

of the set <Y+ —¢ +> are used.
Process information in control direction

(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R™ if

only used in the reverse direction, and "B" if used in both directions).

Xl<tos = Single command

C_SC_NA_)
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[X]<¢1> := Double command C_DC_NA
O<evs = Regulating step command C_RC_NA.)
[X]<:A> = Set point command, normalized value C_SE_NA )
Cd<:a> = set point command, scaled value C_SE_NB_ )
[Xl<o > := set point command, short floating point value C_SE_NC_)
[d<ev> := Bitstring of ¥ bit C_BO_NA_)

System information in monitor direction
(station-specific parameter, mark with an “X” if it is only used in the standard direction, “R” ifonly used
in the reverse direction, and “B” if used in both directions).

[X]<v+> := End of initialization M_EI_NA_)

System information in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R" if
only used in the reverse direction, and "B" if used in both directions).

Xl<).o>i= Interrogation command C_IC_NA )

<y« v>:= Counter interrogation command C_ CLLNA )

[X]<) « ¥>:= Read command C_RD_NA
[X]<) . v>:= Clock synchronization command (option see V,1) C_CS_NAD
[X]<\ « ¢>:= Test command C_TS_NA )
X<y« o>:= Reset process command C_RP_NA
O<) 1> Delay acquisition command C_CD_NA

Parameter in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R™ if
only used in the reverse direction, and "B" if used in both directions).

[J< 1« >:= Parameter of measured value, normalized value P_ME_NA
[J<)1v>:= Parameter of measured value, scaled value P_ME_NB )
[J< 1 Y>:=Parameter of measured value, short floating point value P_ME_NC )
[J<) 1 v>:= parameter activation P_AC NA )

File transfer
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R" if
only used in the reverse direction, and "B" if used in both directions).

O<)Y.>:= File ready F FR_NA )
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< v1>:= section ready

O<)vys>:= call directory, select file, call file, call section

Od<yyys:= Last section, last segment
<) v¢>:= Ack file, ack section
O<ives:= Segment

O<yvis:= Directory {blank or X, only available in monitor (standard) direction}

Type identifier and cause of transmission assignments
(station-specific parameters)

Shaded boxes: option not required.
Black boxes: option not permitted in this companion standard

Blank: functions or ASDU not used.

Mark Type Identification/Cause of transmission combinations:

"X" if only used in the standard direction;
"R" if only used in the reverse direction;
"B" if used in both directions.

Type identification

Cause of transmission
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Type idgntification

Cause of transmission

TV A 1 [ Y [ YY (YYD Y. Yy

to |to
AR EA

¢¢

¢0

£l |ey

<\V>

<\A>

<)i>

<Y.>

F SR_NA_)
F SC_NA_)
F LS _NA_)
F_AF_NA )
F SG_NA )
F DR TA )
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<"'> [M_ME_ND )
<> [M_SP_TB_) X XX
<> (M _DP TB ) X XX
<rY> |M_ST TB )
<v¥> [M BO TB )
<¥i> |M_ME_TD )
<Ye> |M_ME TE )
<*1> [M_ME_TF )
<*v> [M_IT_TB )
<¥A> |M_EP TD )
<¥i> |[M _EP TE )
<t> [M_EP_TF)
<to> |C_SC NA ) X | X X X | X[ X[ X
<> |C_DC NA ) X | X X X | X XX
<tV> [C_RC_NA )
<tA> |C_SE NA ) X | X X | X | X| X
<£4> [C_SE NB_)
<6+> |C_SE_NC ) X | X XX [ X ]| X
<)> |C_BO NA_)
<V+> |M_EI_NA ) X
<) ++>|C_IC_NA ) X | X X X | X
<V '>[C_CINA)
<) Y>|C_RD NA ) X X | X
<).v>|C_CS _NA ) X | X X | X
<) &>|C TS NA ) X | X X | X
<)+o>|C_RP_NA ) X | X X | X
<) 1>|C_CD NA_) X | X
<)V >[P_ME_NA_
<W'>|P_ME_NB )
<\\Y>[P_ME_NC_)
NVY>|P AC NA )
<\Y->[F_FR_NA_)
<\Y'>[F SR NA )
<\YY>[F_SC_NA )
QYY>|F LS NA )Y
<IYE>|F AF NA )
<)Yo>|F SG_NA )
<)Y1>|F_DR_TA )?
% Blank or X only.

A Basic application functions

Station initialization
(station-specific parameter, mark "X" if function is used)

[XIRemote initialization

Cyclic data transmission

(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions)

[XICyclic data transmission

Read procedure
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(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions)

Read procedure

Spontaneous transmission
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions)

[XISpontaneous transmission

Double transmission of information objects with cause of transmission spontaneous
(station-specific parameter, mark each information type "X" where both a Type ID without time and
corresponding Type ID with time are issued in response to a single spontaneous change of a monitored
object)

The following type identifications may be transmitted in succession caused by a single status change
of an information object. The particular information object addresses for which double transmission is
enabled are defined in a project-specific list.

DSingIe-point information M_SP_NA Y, M_SP_TA Y,M_SP_TB_)and M_PS NA )
DDoubIe-point information M_DP_NA Y, M_DP_TA Yand M_DP_TB_)

|:|Step position information M_ST_NA Y, M_ST_TA Yand M_ST_TB_)

DBitstring of ¥Y bit M_BO_NA_Y, M_BO_TA_ ) and M_BO_TB_) (if defined for a specific project)
CMmeasured value, normalized value M_ME_NA Y, M_ME_TA Y, M_ME_ND_Yand M_ME_TD_)
CMmeasured value, scaled value M_ME_NB_Y,M_ME_TB_)and M_ME_TE_)

CMmeasured value, short floating point number M_ME_NC Y, M_ME_TC )and M_ME_TF )

Station interrogation
(Station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions).

global

O group O group v O group VY

O group ¥ O group A O group V ¢

O group ¥ O group 4 O group Ve

O group ¢ O group Y O group V1

O group © O group AR Information object addresses assigned to each
O group 1 O group VY group must be shown in a separate table.

Clock synchronization
(Station-specific parameter, mark "X" if function is only used in the standard direction, "R™ if only
used in the reverse direction, and "B" if used in both directions).

[XIClock synchronization
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[CIDay of week used
CORESY, GEN (time tag substituted/ not substituted) used
[XISU-bit (summertime) used

Optional, see V,1

Command transmission
(object-specific parameter, mark "X" if function is only used in the standard direction, "R" if only used
in the reverse direction, and "B" if used in both directions).

[XIDirect command transmission
[X]Direct set point command transmission
[X]Select and execute command
[X]Select and execute set point command
[Jc_SE ACTTERM used

[XINo additional definition

|:|Short-pulse duration (duration determined by a system parameter in the outstation)
|:|Long-pulse duration (duration determined by a system parameter in the outstation)
Cpersistent output

Transmission of integrated totals
(Station- or object-specific parameter, mark "X" if function is only used in the standard direction, "R"
if only used in the reverse direction, and "B" if used in both directions).

CIMode A: Local freeze with spontaneous transmission

[CIMode B: Local freeze with counter interrogation

CIMode C: Freeze and transmit by counter-interrogation commands

CIMode D: Freeze by counter-interrogation command, frozen values reported
Cdcounter read

CdCounter freeze without reset

CdCounter freeze with reset

Cdcounter reset

ClGeneral request
[CIRequest counter group
[CIRequest counter group ¥
[CIRequest counter group
CIRequest counter group £

Parameter loading
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(object-specific parameter, mark "X" if function is only used in the standard direction, "R" if only used
in the reverse direction, and "B" if used in both directions).

O Threshold value

[Jsmoothing factor

CJLow limit for transmission of measured values
CIHigh limit for transmission of measured values

Parameter activation
(object-specific parameter, mark "X" if function is only used in the standard direction, "R" if only used
in the reverse direction, and "B" if used in both directions).

[CJ Act/deact of persistent cyclic or periodic transmission of the addressed object

Test procedure
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions).

[XITest procedure

File transfer
(station-specific parameter, mark "X" if function is used).
File transfer in monitor direction

O Transparent file

CJTransmission of disturbance data of protection equipment
O Transmission of sequences of events

CJTransmission of sequences of recorded analogue values

File transfer in control direction
O Transparent file

Background scan
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions).

[CIBackground scan

Acquisition of transmission delay
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions).

|:|Acquisition of transmission delay
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4 Interoperability

This companion standard presents sets of parameters and alternatives from which subsets must be
selected to implement particular telecontrol systems. Certain parameter values, such as the choice of
"structured” or "unstructured" fields of the INFORMATION OBJECT ADDRESS of ASDUs represent
mutually exclusive alternatives. This means that only one value of the defined parameters is admitted
per system. Other parameters, such as the listed set of different process information in command and in
monitor direction allow the specification of the complete set or subsets, as appropriate for given
applications. This clause summarizes the parameters of the previous clauses to facilitate a suitable
selection for a specific application. If a system is composed of equipment stemming from different
manufacturers, it is necessary that all partners agree on the selected parameters.

The interoperability list is defined as in IEC 1+ AY+-2-Y +) and extended with parameters used in this
standard. The text descriptions of parameters which are not applicable to this companion standard are
strike-through (corresponding check box is marked black).

NOTE In addition, the full specification of a system may require individual selection of certain parameters for certain
parts of the system, such as the individual selection of scaling factors for individually addressable measured values.

The selected parameters should be marked in the white boxes as follows:

[ ] Function or ASDU is not used

Function or ASDU is used as standardized (default)
[R ] Function or ASDU is used in reverse mode

Function or ASDU is used in standard and reverse mode

The possible selection (blank, X, R, or B) is specified for each specific clause or parameter.
A black check box indicates that the option cannot be selected in this companion standard.

4,Y System or device
(system-specific parameter, indicate definition of a system or a device by marking one of the
following with "X")

DSystem definition
DControIIing station definition (Master)
[XIcontrolled station definition (Slave)

4,Y Network configuration
(network-specific parameter, all configurations that are used are to be marked X")

.F - .[ll- -
.FII.I - - .[ll- -
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4,¥ Physical layer
(network-specific parameter, all interfaces and data rates that are used are to be marked "X")

Transmission speed (control direction)

Unbalanced interchange Unbalanced interchange Balanced interchange
Circuit V.Y£¢/V.YA Circuit V.Y£¢/V.YA Circuit X.Y£¢/X.YV
Standard Recommended if >) Y+ bit/s

W bit/s WY bit/s WY bit/s MW2%.. bit/s
W bitfs WA Bitfs Wi bit/s MWL bitfs
WY bitfs Wit bit/s W% bit/s

W Bitfs WAY .. hits

WY bit/s WYAg.. bit/s

Transmission speed (monitor direction)

Unbalanced interchange Unbalanced interchange Balanced interchange
Circuit V.Y£¢/V.YA Circuit V.Y£¢/V.YA Circuit X.Y£¢/X.YV
Standard Recommended if >) Y+ bit/s

W bit/s WY bit/s BmY¢.. bit/s Wel... hit/s
WY Bitfs WA Bis Wi Bitfs— WSl Bitfs
WY bitfs Wit bit/s W% bit/s

W Bitfs WY bit/s

W Y. bit/s WYAL e bit/s

4,¢ Link layer

(network-specific parameter, all options that are used are to be marked "X". Specify the maximum
frame length. If a non-standard assignment of class Y messages is implemented for unbalanced
transmission, indicate the Type ID and COT of all messages assigned to class Y.)

Link transmission Address field of the link

B Balanced transmission B not present (balanced-transmission-onhy)
M Unbalanced-transmission— M Oneoctet

Frame length Mo octets

B Maximuom-length- M Structured

—(rumberof octets) W Unstructured
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When using an unbalanced link layer, the following ASDU types are returned in class Ymessages (low
priority) with the indicated causes of transmission:

B The standard assignment of ASDUs to class Y messages-is used-as follows:

Type identification Cause of transmission

“\,\\,\Y',Y\ <\>

B A special-assignment o ASDUs-to-class-Y-messages-is-used-as-foHows:

Type identification Cause of transmission

4,8 Application layer

Transmission mode for application data

Mode ) (Least significant octet first), as defined in €,)+ of IEC 1+AV+-0-¢ s used exclusively in
this companion standard.

Common address of ASDU
(system-specific parameter, all configurations that are used are to be marked "X")

M Ooneoctet XITwo octets

Information object address
(system-specific parameter, all configurations that are used are to be marked "X")

M Oneoctet I:l Structured
M 1o octets Unstructured
[XIThree octets

Cause of transmission
(system-specific parameter, all configurations that are used are to be marked "X")
M Oone octet Two octets (with originator

Address). Originator address
is set to zero if not used

Length of APDU
(system-specific parameter, specify the maximum length of the APDU per system)

The maximum length of APDU for both directions is Yo Y. It is a fixed system parameter.
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B \Maximum length of APDU per system in control direction
B Maximum length of APDU per system in monitor dire

Selection of standard ASDUs
Process information in monitor direction

(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R" if
only used in the reverse direction, and "B" if used in both directions).

Xl<\> = Single-point information M_SP_NA )
[ .= Singl intinf . ithti _SPTA-
Xl<rs> = Double-point information M_DP_NA
[ -~ Doubl intinf . ith ti M-DP_TA_
O<es = Step position information M_ST NA
[ = g ition in . ith ti M-ST_TA_
Od<v> = Bitstring of ™Y bit M_BO_NA_)
Mo - Bitstring-of " bitwith-time tag M-BO-TA
[X]<a> := Measured value, normalized value

M_ME_NA )

u - | i I L M—ME_TA
<) > := Measured value, scaled value M_ME_NB )
m - | L M—ME_TB

[X]<\v> := Measured value, short floating point value M_ME_NC )

CJ<v.>:= Packed single-point information with status change detection M_SP_NA_)
[J<¥1>:= Measured value, normalized value without quality descriptor

M_ME_ND_)

X<y = Single-point information with time tag CP° 1 TimeYa M_SP_TB_)

Xl<ry> :=Double-point information with time tag CP1TimeYa M_DP_TB_)

C<rys = Step position information with time tag CP1TimeYa M_ST_TB_)

C<yrs> = Bitstring of Y'Y bit with time tag CP°TimeYa M_BO_TB_)
[J<r¢> := Measured value, normalized value with time tag CP°1TimeYa M_ME_TD_)

O<ve>:= Measured value, scaled value with time tag CP°1TimeYa M_ME_TE )
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[J<r> := Measured value, short floating point value with time tag CP°1TimeYa M_ME_TF_)
O<rvs = Integrated totals with time tag CP° 1 TimeYa M_IT_TB_ )
[d<rA>:= Event of protection equipment with time tag CP° TimeYa M _EP TD )
[J<va>:= Packed start events of protection equipment with time tag CP°TimeYa M_EP_TE_)
D<i +> := Packed output circuit information of protection equipment with time tag CP°1TimeYa M_EP _TF )

In this companion standard only the use of the set <Y *> — <£ +> for ASDUs with time tag is permitted.

Process information in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R" if
only used in the reverse direction, and "B" if used in both directions).

Xl<tos = Single command C_SC_NA)
[X]<¢1> := Double command C_DC_NA
O<evs = Regulating step command C_RC_NA.)
X]<tAs> ;= set point command, normalized value C_SE_NA )
O<sa> = Set point command, scaled value C SE_NB )
Xl<e > = set point command, short floating point value C_SE_NC.)©
O<ev> := Bitstring of ¥ bit C_BO_NA_)
Xl<ons> := Single command with time tag CP°1TimeYa C SC TA
[X]<e4> := Double command with time tag CPeTimeYa C DC TA )
O<vo> = Regulating step command with time tag CP°1TimeYa C RC TA)
O<y> = set point command, normalized value with time tag CP°1TimeYa C SE TA )
C<avs := set point command, scaled value with time tag CP°TimeYa C SE_ TB )
O<v> = set point command, short floating point value with time tag CP°1TimeYa C_SE TC.)
< ¢> := Bitstring of *Y bit with time tag CP> 1 TimeYa C_BO TA_\

Either the ASDUSs of the set <¢ ©>— <® > or of the set <®A> — <1¢> are used.

System information in monitor direction
(station-specific parameter, mark with an “X” if it is only used in the standard direction, “R” if only
used in the reverse direction, and “B” if used in both directions).

[X]<v.> := End of initialization M_EI_NA_)

System information in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R" if
only used in the reverse direction, and "B" if used in both directions).

Xl<yeo>:= Interrogation command C IC_NA )
O<y . y>:= Counter interrogation command C CI.NA )
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[X]<) . ¥>:= Read command C_RD_NA
[X]<)+¥>:= Clock synchronization command (option see V,1) C_CS_NAD)
W<\ o= Test command CTFSNA
[X]<) . o>:= Reset process command C_RP_NA
| = _CDNA—
[X]<) .« v>:= Test command with time tag CPe1TimeYa C TS TA )

Parameter in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R" if
only used in the reverse direction, and "B" if used in both directions).

OJ<)y +>:= Parameter of measured value, normalized value P_ME_NA
OJ<yv1>:= Parameter of measured value, scaled value P_ ME_NB )
OJ<yv>:=parameter of measured value, short floating point value P_ME_NC )
<) yv>:= Parameter activation P_AC NA )

File transfer
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction, "R" if
only used in the reverse direction, and "B" if used in both directions).

Od< v .>:= File ready F FR_NA )
< v1>:= Section ready F SR _NA
O<yyy>:=call directory, select file, call file, call section F SC NA
O<yyves:= Last section, last segment F LS NA
O<vves= Ack file, ack section F AF NA )
<) ve>:= segment F_SG_NA )
O<yvas= Directory {blank or X, only available in monitor (standard) direction} F DR TA )
[J<)vv>:= Query Log — Request archive file F_SC_NB_)

Type identifier and cause of transmission assignments
(station-specific parameters)

Shaded boxes: option not required.
Black boxes: option not permitted in this companion standard
Blank: functions or ASDU not used.

Mark Type Identification/Cause of transmission combinations:
"X" if only used in the standard direction;

"R" if only used in the reverse direction;
"B" if used in both directions.
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Type identification Cause of transmission
Yo | YV
\ Y| Y ¢ o 1 Y IA]l3])Y) AR VY 'Y | to to ¢¢ ¢o | €1 1A%
AR
<\> M_SP_NA_) X X
<> | MSPTAS
<> M_DP_NA_) X X
<= | MBPTA
<e> M_ST_NA_)
<> | MSEFA
<v> M_BO_NA_)
<A> | MBOFA
<> M_ME NA ' | X X X X
<> | MEMETASY
<> M_ME_NB_)
<Y | MEMETBY
<\Y> | M_ME_NC |[|X X X X
< | MMETFCH
<Ve> | M_IT_NA.)
<> | MHTAS
<> | MEPTFA
<> | MEPTBY
<> | MEPTFCH
<Y«> | M_PS_NA )
<Y\> M_ME_ND )
<> | M_SP_TB.) X X | X
<"'> | M_DP_TB_) X X | X
<rY> M_ST TB_)
<rY> M_BO _TB_)
<v¢> | M_ME_TD_)
<ve> | M_ME_TE_)
<> M_ME_TF )
<vv> | M_IT_TB_)
<vA> | M_EP_TD_)
<vi> | M_EP_TE)
<Ee> M_EP_TF_)
<te> | C_SC_NA.) X | X X X[ X | X]X
<¢i> [ C_DC_NA_) X | X X X[ X | X]X
<EV> C RC_NA )
<¢A> | C_SE_NA_) X | X X | X[ X]X
<¢d> | C_SE_NB_)
<e.> | C_SE_NC) X | X X[ X | X]X
<e'> | C_BO_NA_)
<eA> [ C_SC TA ) X | X X X | X | X]X
<ed> | C_DC_TA.) X | X X X | X[ X]X
<1> | C_RC_TA))
Type identification Cause of transmission
Yo | YV
) Y| Y ¢ o 1 YV IA]l4] )Y AR 'Y 'Y | to to ¢¢ ¢o | €1 1Y
AR
<> [C SE TA))
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<\Y> [C SE TB)
<> | C_SE TC))
<i¢> | C_BO_TA)
<Ve> | M_EI NA* X
<Ve+> | C_IC_ NA ) X | X X X | X
<V\> [ C CI NA )
<V.Y> | C RD NA ) X X | X
<V.¥> | C_ CS NA ) X | X X | X
<> | TS NAY
<V.o> | C_ RP_NA ) X | X X | X
<> | B NAY
<VY> | C TS TA ) X | X X | X
<\V> | P ME_NA )
<\'\> | P ME NB )
<VY> | P ME _NC )
<VY> | P AC NA)
<Y.> | F FR_NA )
<\Y\> | F SR NA )
<YY> | F SC_ NA )
<YY> | F LS NA )Y
<\Ye> | F AF NA )
<)Yo> | F SG_NA )
<\Y1> [F DR _TA_)*
<YV> | F_ SC NB *
* Blank or X only.

4,7 Basic application functions

Station initialization
(station-specific parameter, mark "X" if function is used)

[XIRemote initialization

Cyclic data transmission
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions)

[XICyclic data transmission

Read procedure
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions)

Read procedure

Spontaneous transmission
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions)

[X]Spontaneous transmission

Double transmission of information objects with cause of transmission spontaneous
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(station-specific parameter, mark each information type "X" where both a Type ID without time and
corresponding Type ID with time are issued in response to a single spontaneous change of a monitored
object)

The following type identifications may be transmitted in succession caused by a single status change
of an information object. The particular information object addresses for which double transmission is
enabled are defined in a project-specific list.

DSingIe-point information M_SP_NA Y, M_SP_TA Y, M_SP_TB_Yand M_PS_NA
DDoubIe-point information M_DP_NA_‘, M_DP_TA Yand M_DP_TB_)

|:|Step position information M_ST_NA Y, M_ST_TA Yand M_ST_TB_)

|:|Bitstring of YY bitM_BO_NA Y, M_BO_TA ‘and M_BO_TB_) (if defined for a specific project)
CMmeasured value, normalized value M_ME_NA _\,M_ME_TA ), M_ME_ND_‘)and M_ME_TD_)
CMmeasured value, scaled value M_ME_NB_Y,M_ME_TB_)and M_ME_TE_)

CMmeasured value, short floating point number M_ME_NC Y, M_ME_TC ) and M_ME_TF )

Station interrogation
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions).

global

O group O group v O group V¥

O group ¥ O group A O group V ¢

O group ¥ O group ¢ O group Vo

O group ¢ O group Y O group Y1

O group ° O group V) Information object addresses assigned to each
O group 1 O group VY group must be shown in a separate table.

Clock synchronization
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" if only
used in the reverse direction, and "B" if used in both directions).

[XIClock synchronization

[CIDay of week used

CORESY, GEN (time tag substituted/ not substituted) used
[X]ISU-bit (summertime) used

optional, see V,1

Command transmission

(object-specific parameter, mark "X" if function is only used in the standard direction, "R" if only used
in the reverse direction, and "B" if used in both directions).

[XIDirect command transmission
[X]Direct set point command transmission
[X]Select and execute command
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[XISelect and execute set point command
[Jc_SE ACTTERM used

[XINo additional definition

|:|Short-pulse duration (duration determined by a system parameter in the outstation)
|:|L0ng-pulse duration (duration determined by a system parameter in the outstation)
CPersistent output

[XISupervision of maximum delay in command direction of commands and set point commands

CONF  |Maximum allowable delay of commands and set point commands

Transmission of integrated totals
(station- or object-specific parameter, mark "X" if function is only used in the standard direction, "R"
if only used in the reverse direction, and "B" if used in both directions).

CIMode A: Local freeze with spontaneous transmission

[CIMode B: Local freeze with counter interrogation

CIMode C: Freeze and transmit by counter-interrogation commands

CIMode D: Freeze by counter-interrogation command, frozen values reported

Cdcounter read

Cdcounter freeze without reset
Cdcounter freeze with reset
Clcounter reset

CdGeneral request
[CJRequest counter group
[CIRequest counter group ¥
CJRequest counter group
CJRequest counter group &

Parameter loading
(object-specific parameter, mark "X" if function is only used in the standard direction, "R™ ifonly used
in the reverse direction, and "B" if used in both directions).

Ol Threshold value

[Jsmoothing factor

CJLow limit for transmission of measured values
|:|High limit for transmission of measured values
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Parameter activation
(object-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

CJAct/deact of persistent cyclic or periodic transmission of the addressed object

Test procedure
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

XITest procedure

File transfer
(station-specific parameter, mark "X" if function is used).
File transfer in monitor direction

Ol Transparent file

CdTransmission of disturbance data of protection equipment
CdTransmission of sequences of events

CdTransmission of sequences of recorded analogue values

File transfer in control direction
Ol Transparent file

Background scan
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[dBackground scan

(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

B A couicition.of <ciondel

Definition of time outs

Parameter | Default value Remarks Selected value
te Yies Time-out of connection establishment | Configurable
t) Yo Time-out of send or test APDUs Configurable
Y K Time-out for acknowledges in case of .
t S g Configurable
no data messages t¥ <t)
t¥ Yo Time-out for sending test frames in

Configurable

case of along idle state

Maximum range for timeoutst* totY: ) sto Y s, accuracy ) s.
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Recommended range for timeout tY: ) sto ¢A h, resolution ) s.

Long timeouts for t¥ may be needed in special cases where satellite links or dialup
connections are used (for instance to establish connection and collect values only once per day or
week).

Maximum number of outstanding | format APDUs k and latest acknowledge APDUs (w)

Parameter | Default value Remarks Selected value
k YY APDUs | Maximum difference receive \Y
sequence number to send state
variable
w A APDUs Latest acknowledge after receiving w A
| format APDUs

Maximum range of values k: ) to YYY1Y (Y'°_V) APDUs, accuracy ¥ APDU

Maximum range of values w: ) to YYY1Y APDUs, accuracy ' APDU (Recommendation: w should
not exceed two-thirds of k).

Portnumber
Parameter Value Remarks
Portnumber Yéus In all cases

Redundant connections
CINumber N of redundancy group connections used
RFC YY+ « suite

RFC YY .+ is an official Internet Standard which describes the state of standardization of protocols
used in the Internet as determined by the Internet Architecture Board (IAB). It offers a broad spectrum
of actual standards used in the Internet. The suitable selection of documents from RFC YY + + defined
in this standard for given projects has to be chosen by the user of this standard.

[X]Ethernet A+ Y, Y
Cdserial X.Y) interface
Cdother selection from REC YY » -

List of valid documents from RFC YY + «

A O 1 C —-
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Functional requirements versus

Functions * -
electromagnetic phenomena

Continuous Transient phenomena Transient phenomena
phenomena with high occurrence with low occurrence
Protection and teleprotection ® A A A
On-line processing and regulation A A A
High speed communication A A A
Metering A A A
Command and control A A B — Short delay °
Supervision A A B — Temporary loss,

self recoverad ©

Human-machine interface A A C — Stop and reset
Alarm A A - Short delay 9, temporary wrong indication
Data transmission and A A — Mo loss, possible bit B — Temporary loss I
telecommunication © error rate degradaticn "
Data acquisition and storage A B — Temporary degradation = '
Measurement A B — Temporary degradation, self recovered !

ff-line processing A B - Temporary C — Temporary loss

degradation and reset

Passive monitoring A B — Temporary degradation C — Temporary loss
Self-diagnosis A B — Tempaorary loss, self recovered *

4 For the application of the performance criteria to equipment with multiple fumctions, the performance

criterion related to the function under test applies.
o For teleprotection using a power line carrier, the "normal performance” during the switching of HV isclators

may need an appropriate validation procedure.

E Used in automation and comtrol systems as auxiliary function to other ones, for example to implement co-
ordination.

@ A delay of a duration which is insignificant compared to the time constant of the controlled process is
acceptable.

&  Temporary loss of data acquisition and deviation in event scheduling time is accepted, but correct events
sequence shall be maintained.

T Manual restoration by operators is allowed.
7  With respect to the degree of urgency (mot to the process).

Temporary bit error rate degradation can affect the communication efficiency; automatic restoration of any
stoppage of the communication is mandatory.

Mo effect on stored data or processing accuracy is allowed.

Without affecting the measurement accuracy of analogue or digital indication.

k' Within the systemn diagmostic cycle.
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